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Pentesting/
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SSL, VPN, 

PEM, PGP
PKI (Public key infrastructure)
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/ 17799-2005: 

/ 15408-2008: 



17799
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: Redspin



: Redspin

IT- (web, )
ABCHosting directory traversal

SYSTEM, 
SAM, 

. . 
Windows Registry Hive, 

. 
Hive, 

(Vegerine). 
- CFO —

. 
15 , 

VPN . 
VPN . 

. 
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.
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NDA (

)

, 
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, . .
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, 

PKI
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, 



« »
« - »



Stack, Heap, 

*

* © wikipedia.org

#include <string.h> 

void foo (char *bar) { 
char c[12]; 
strcpy(c, bar); // 

} 

int main (int argc, char **argv) { 
foo(argv[1]); 

} 



Stack

*

* © wikipedia.org

– "hello" –
"A A A A A A A A A A A A A A A A A A A A \x08 \x35 \xC0 \x80

"



Linux

* © http://duartes.org/gustavo/blog/

*



Linux



Linux
DVL – Damn Vulnerable Linux 
http://www.damnvulnerablelinux.org/
(ftp://trac.redsecure.ru/) 

– gdb
–

binutils (objdump etc)
- strace

http://www.damnvulnerablelinux.org/
ftp://trac.redsecure.ru/
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Google Documents –
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ARP, DHCP- , NAT
. . 
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:
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;
(
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.
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, 
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(DoS-
)
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:
, 

( );
, 

( , ); 
, 

, 
;

, 

.
= [ ] + [

]



, , 
. - Apache, 

- . 
, -

. . 
22 (SSH) 80 (HTTP) . 
– . 

:

( ) DDoS
( ) ;

- Apache, 
, 

- , 
;

SQL injection -
«DROP TABLE», . 



= [ ] N
[ ] (

).
= [ ] (

Apache ) [
] ( ) [

] (
).

= [ ] (

).



, 

, 
:

(- ) 
;

(- ) 
.



«In-Flow» ( «AIF», 
Active In-Flow);

«In-Flow» ( «PIF», 
Passive In-Flow);
[ ] «Out-of-Flow» (
«AOF», Active Out-of-Flow).



AOF, AIF

AIF, AOF

AIF, AOF) 

PIF, AOF

AOF

AIF, AOF

AOF

AOF

AOF



In-Flow
, LAN Intruder, LI. 

, / , 
. 

( , 
), 

ARP, STP, DTP VTP ( Cisco), DHCP, 
(RIP, EIGRP, IS-IS, OSPF . .) DNS.

, 
Last mile Intruder, MI. 

, / , 

. 
: 

.
, WAN Intruder, WI. 

, 
( ), 

: BGP DNS. 



«Active Out-of-Flow»
«User-Dependent» (UD) – , 

. 
, 

(malware), CSRF (Cross Site 
Request Forgery), Reflected XSS.

«User-Independent» (UI) – , 

. 
, , DDoS, 

.



 

Active 
In-Flow

Passive 
In-Flow

Active 
Out-of-Flow

UI

UD

AUD, fU

 
 

PUD, tU

N-to-1

ManyOne One Many

Anomaly Abuse

1-to-1

ManyOne One Many

Anomaly Abuse

1-to-N

ManyOne One Many

Anomaly Abuse

N-to-M

ManyOne One Many

Anomaly Abuse

MI

LI

WI

MI

LI

WI

AUD, tU
PUD, fU



–
, 

: 
, DoS/DDoS-

.
–

, 

, .



1. gdb
( + howto gdb

) 
2. strace ls strace ls -l, 

, , 

. 
3. 

, 
orange book 1980- , common criteria, ISO 27001 



gdb:
backtrace SIGSEGV

SIGSEGV

breakpoint main, 

bad_message, 
good_message

objdump:

, , 
main, 

gdb, 
, 

.

#include "stdio.h" 
void print_scrambled(char *message) 
{ 
int i = 3; 
do { printf("%c", (*message)+i); } 
while (*++message); 
printf("\n"); 
} 

int main() { 
char * bad_message = NULL; char * 
good_message = "Hello, world."; 
print_scrambled(good_message); 
print_scrambled(bad_message); 
} 


